; 1. Identify Bank Customer 

j 2. Identify Type Of Information 

j 3. Generate Privacy Notification Request 

Send Notification Request 

Receive Verification That Notification 
Letter Was Sent To Bank Customer 



Replacement Sheet 



Figure 1 



Web Portal For Bank 

1. Authenticate Bank 

2. Receive Notification Request 



Network Operations Center 

i 



Generate Bank Customer: 
1. Unique User ID 
2. Password Generator 



Secure Web Response Portal 
For Bank Customer 



1. Authenticate Bank Customer 



2. Receive "Opt In" or "Opt Out" decision 
from Bank Customer 



3. Make any data corrections 



Generate Privacy Notification 
Form and send to PNCC 



Communication Transaction Log 



Privacy Notification And Call Center 






Receive Notification 
Form from NOC 










Log Form Using A.C.I.D. 
Transaction Protocols 










Create Privacy Notification Letter 
and send to Central Office 









Central Office 

1 . Receive notification letter from PNCC 

2. Forward notification letter to Processing 
Center 



Processing Center 



1. Receive Electronic Notification Letter 

2. Log receipt 

3. Print letter 

4. Send letter to Bank Customer 



Receive Bank Customer postal 
response to Notification Letter 



Bank Customer 



"Op1 In", "Opt Out" or Request 
data corrections by postal mail 



"Op1 In", "Opt Out" or Request 
data corrections electronically 



Replacement Sheet 

Figure 2 



Microprocessor 



^ 1 ^ 



Memory 



Encryption/Decryption 
Module 



Digital Keys 



Input/Output Interface 



24 



Status LEDS 




Key Buttons 




Network Interface 




\ 





Replacement Sheet 



Figure 3 



Privacy Venue: Health Care 
HIPAA 



Secure BPN Server 
Key Unique Identity ROOT Directory 



Key Network Address Allocation 
Tables 



Data Privacy Statues and Regulations 
Promulgated by: 



Privacy Venue: Financial 
GLB 



32 



Privacy Venue: EU 
EU Privacy Directive 



Figure 4 



34 




Device 
Manager 



Encryption 
Circuitry 
(Figure 5) 



Protected 

Flash 
Memory 



Communication Circuitry 

Keep Alive Key to Key 
Tunnel 



46 





Unique 
Identity 
Module 




Complicance 








Lookup Tables 


47 




Figure 5 



Replacement Sheet 



| Session Key | 

iiii- 



Shared Secret Key Derived From Unique Identity Module 



► I Key Transposition [ 



Transposition Key 



^^^^^ 



Transposition Key 



5= 



| Plain Text Message | 

►KeycH ch ch dp 
— =^5 , 



